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In a cloud service model, who is responsible for securing the operating system in an laaS deployment?
Response:

A. The cloud provider

B. The customer

C. Both the provider and the customer
D. Third-party vendors

Answer: B

For external access, what method should be implemented to ensure that third-party vendors have
secure and appropriate access to necessary resources?
Response:

A. Shared accounts for all vendors to simplify access

B. Temporary credentials with defined expiration times

C. Unrestricted access for ease of collaboration

D. The same access levels as internal employees for consistency

Answer: B

What is the goal of implementing security frameworks in cloud environments?
Response:

A. Reduce operational costs

B. Ensure standardized security practices

C. Focus solely on performance improvements
D. Increase complexity

Answer: B
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Which cloud network security concept is essential for protecting data in transit?
Response:

A. Data at rest encryption

B. Firewall deployment

C. Virtual Private Network (VPN)
D. Physical security measures

Answer: C

What is the primary goal of network security monitoring in cloud environments?
Response:

A. Detecting and responding to security threats
B. Increasing bandwidth

C. Disabling user activity logs

D. Enhancing application performance

Answer: A

Which of the following is a common attack vector in cloud environments?
Response:

A. Hardware tampering

B. Misconfigured permissions
C. Power failure

D. Unauthorized physical access

Answer: B

Which two are essential practices for managing IAM roles in cloud environments?
(Choose Two)
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Response:

A. Regularly auditing access policies
B. Granting admin rights to all users
C. Using role-based access controls
D. Disabling access logging for sensitive users

Answer: A,C

What are two key security considerations when deploying cloud compute resources?
(Choose Two)
Response:

A. Limiting user privileges

B. Using outdated operating systems

C. Encrypting data in transit

D. Ignoring security group configurations

Answer: A,C

Which tool is commonly used for automating cloud infrastructure?
Response:

A. Terraform

B. Microsoft Excel
C. Tableau

D. Google Sheets

Answer: A

Which two methods can be used to secure data in transit across cloud networks?
(Choose Two)
Response:

A. End-to-end encryption
B. Disabling encryption to increase speed
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C. VPN tunneling
D. Public access permissions

Answer: A,C
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