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Which feature of CloudGuard allows for the dynamic enforcement of security policies based on real-time
traffic and threats?
Response:

A. Identity Awareness
B. Dynamic Shielding
C. Threat Extraction
D. Geo Protection

Answer: B

Which software blade provides forensic analysis tools?
Response:

A. Logging Blade

B. Identity Awareness Blade
C. Monitoring Blade

D. SmartEvent Blade

Answer: D

Can you configure NAT for internal VM's on the Check Point Gateway in AWS?
Response:

A. Yes, you can add public IP's to the Check Point

B. No, all the NAT is being done by the ELB

C. No, the public IPs are defined directly on the instance
D. Yes, the NAT is only defined for internal LB

Answer: C
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When Cloud Security Posture Management discovers non-compliant cloud resources, CloudBot
applications perform automated remediations to correct any violations. How true is this statement?
Response:

A. This is true, however it requires Full Protection access to the Cloud Account to perform automated
remediation

B. This is not true, Cloud Security Posture Management (CSPM) can only report non-compliance and
cannot remediate by itself

C. This is partially true, however the automated remediation is not done by CloudBot applications but it
is done by the Security Management Server

D. This is not true because CloudBot applications are used to provide chat service to respond to non-
compliance alerts

Answer: A

Which one of the following is part of the Orchestration Playbook process for creating a new spoke and
an automated Security Gateway?
Response:

A. Transfer of resources to a VPN
B. An event trigger

C. Vertical scaling

D. Communication with the OS

Answer: A

What do Workloads require to automate processes?
Response:

A. API

B. CLI

C. CSP Portal
D. Shell

Answer: A
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In what way does CloudGuard's Identity Awareness feature benefit cloud security?
Response:

A. By offering discounts on cloud services

B. By identifying and controlling user access across the cloud

C. By providing weather updates to optimize server performance
D. By increasing manual security checks

Answer: B

Which language can be used by users of Cloud Security Posture Management to create custom Security
Policies?
Response:

A. eXtensible Markup Language (XML)

B. Posture Management Language (PML)
C. Governance Specific Language (GSL)
D. JavaScript Object Notation (JSON)

Answer: C

The framework for cloud security consists of five basic components, or pillars. Making small, reversible
changes is a design principle of which of these five pillars?
Response:

A. Reliability

B. Performance Efficiency
C. Cost Optimization

D. Operational Excellence

Answer: D
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When using Data Center Objects in a policy and the objects are not updating, what are two steps we can
check?

Response:

A. Verify process is running with ‘cloudguard on’ and 2. restart the api process with ‘api restart’

B. Verify process is running with ‘cloudguard on’ and 2. ‘test communication’ button the Data Center
Server object

C. Reboot the Security Management Server and 2. restart the cloudguard process with ‘cloudguard on’
D. Reboot the Security Management Server and 2. restart the api process with ‘api restart’

Answer: B
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