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Question: 1 
   
When creating user profiles for administration of CloudSOC, which areas of control can you enable or 
restrict? 
Response: 
 
A. CloudSOC Application access, Cloud Service Configuration, Information Level, Global Settings, and 
Domain Control 
B. Cloud Service Configuration, Information Level, Global Settings, and Domain Control 
C. CloudSOC Application access, Configuration, Information Level, Global Settings, and Domain Control 
D. CloudSOC Application access, Cloud Service Configuration, Global Settings, and Domain Control 
 

Answer: A     
 

Question: 2 
   
Users and groups are required for CloudSOC to know which data and accounts to scan. How can this 
information be populated in CloudSOC? 
Response: 
 
A. csv import, Securlet configuration, Active Directory Sync using SpanVA, and Gatelet User Collection 
B. Manual Creation, Securlet configuration, and Active Directory Sync using SpanVA, and Gatelet User 
Collection 
C. Manual Creation, .csv import, Securlet configuration, and Active Directory Sync using SpanVA 
D. Manual Creation, .csv import, Active Directory Sync using SpanVA, and Gatelet User Collection 
 

Answer: C     
 

Question: 3 
   
According to the 2018 Shadow Data Report by Symantec, of all broadly shared files, which category of 
sensitive data is most likely to be over exposed? 
Response: 
 
A. PCI 
B. HIPAA 
C. PII 
D. PHI 
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Answer: D     
 

Question: 4 
   
CloudSOC users may be allocated one or more ‘roles’. 
Select the correct 
Response: 
 
A. System Administrator, Security Contact, End User, Data Protection Office (DPO) 
B. System Administrator, Administrator, Security Contact, End User, Data Protection Office (DPO) 
C. System Administrator, Administrator, End User, Data Protection Office (DPO) 
D. System Administrator, Administrator, Security Contact, Data Protection Office (DPO) 
 

Answer: B     
 

Question: 5 
   
Data about cloud applications which drives the BRR is shared by CloudSOC with the Symantec Global 
Intelligence Network (GIN). This information can be utilized to create policies which additional Symantec 
product? 
Response: 
 
A. Symantec Web Security Service (WSS) 
B. Symantec Email Security.cloud 
C. Symantec Endpoint Protection (SEP) 
D. Symantec ProxySG 
 

Answer: D     
 

Question: 6 
   
You have a user in your organization with whom you wish to share a specific report, but to whom you do 
not wish to grant portal access. Where in the CloudSOC UI can you configure a scheduled report to be 
sent to them? 
Response: 
 
A. Investigate 
B. Protect 
C. Audit 
D. Dashboards 
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Answer: D     
 

Question: 7 
   
The CloudSOC Audit Tool rates BRR. What does this abbreviation mean? 
Response: 
 
A. Business Review Rating 
B. Business Readiness Ranking 
C. Business Readiness Rating 
D. Business Review Ranking 
 

Answer: C     
 

Question: 8 
   
When cloud application adoption bypasses formal processes, what are some of the potentially negative 
outcomes? 
(Select two) 
Response: 
 
A. Lack of visibility into how legally protected data, as well as company sensitive data is shared 
B. Inability to identify user behaviors leading to susceptibility for hacking or account compromise 
C. The cost of the adoption is managed centrally, thus making it more likely to cost more 
D. The application cannot be accessed using BYOD, thus reducing productivity 
E. The user cannot chose whether to leverage corporate or personal credentials to create the account, 
thus reducing productivity 
 

Answer: A,B     
 

Question: 9 
   
The Audit tool in the CloudSOC UI is able to present security verdicts of cloud applications over a variety 
of form factors. Which? 
Response: 
 
A. Traditional websites, Android applications, iOS applications and Windows applications 
B. Android applications, iOS applications and Windows applications 
C. Traditional websites, Android applications, and iOS applications 
D. Traditional websites, Windows applications, iOS applications 
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Answer: B     
 

Question: 10 
   
According to the 2018 Shadow Data Report by Symantec, where does the greatest risk of data 
overexposure originate? 
Response: 
 
A. Unintentionally high-risk employees (well-meaning insiders) 
B. Intentionally high-risk employees (malicious insiders) 
C. Intentionally malicious outsiders (hackers) 
D. A relaxed corporate security policy 
 

Answer: A     
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